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3 Biggest Challenges Facing Forensic
Investigators for European Tax Authorities
An October 2018 report in EU Observer revealed that

headquartered in the U.S. It was perpetrated by the

the massive tax scams involving the largest banks in the

banks’ executing complex trades that enabled them to

EU are now estimated to have cost European treasuries

conceal the identities of their clients. The clients were

more than 55 billion euros between 2001 and 2016, when

therefore able to avoid appropriate taxation in their

news of the schemes first came to light.

home countries.

“This is the biggest tax robbery in European history,”

Just one month later, in November 2018, Denmark’s top

said Christoph Spengel, a tax expert at the University

lending institution was hit with the first criminal charges

of Mannheim in Germany, in Zeit.

in a 200 billion euro money laundering scandal. Danish

The massive tax fraud involved top banks in Germany,
Spain, France and the UK, as well as global banks

prosecutors have accused Danske Bank of “failing to
investigate and report suspicious transactions” at their
Estonia branch, according to the Financial Times.

This is already thought to be
the biggest money laundering
scandal in European history.

This is already thought to be the biggest money laundering

itself,” according to the European Commission. “Therefore,

scandal in European history, yet Reuters reports that

a tax administration needs (1) to ensure that taxpayers

experts fear Danske might only be “the tip of the iceberg”

comply with the rules and (2) adequate resources (well

and anticipate that investigators will be studying the

trained staff, IT, budget).”

practices of other Western banks.

To help fulfill this mission, tax authorities rely on forensic
investigators to comb through the web of electronic

The stakes are high and it seems

records that often contain the key evidence needed to

as though the perpetrators are

professional discipline that spans this crucial process of

always one step ahead of law

and preservation of digital evidence.

enforcement.

uncover instances of financial fraud. Digital forensics is the
the identification, acquisition, imaging, collection, analysis

Unfortunately, there are three major challenges standing
in the way of digital forensics professionals working at EU
tax authorities, making it tough for them to do their jobs.

These are the most prominent recent examples of financial
fraud in the EU and illustrate the serious challenges

1. Huge case backlog
Tax fraud cases in the Eurozone are piling up at an

that forensic investigators at various EU tax authorities

alarming rate. One study found that 1 trillion euros in

have on their hands. The stakes are high and it seems as

public money is lost to EU countries each year due to

though the perpetrators are always one step ahead of law

tax fraud. These are massive and often highly organized

enforcement.

schemes that involve multiple institutions across various

The Challenges
European tax authorities are tasked with the responsibility
of “collecting all tax revenues due in a fair and efficient way
with limited costs for taxpayers and the tax administration

countries, which requires significant investigative
resources. At the same time, the digital forensics
investigative budgets at most EU tax authorities are not
growing sufficiently to keep pace with the demands on
investigative teams.

2. Time and travel challenges

The Solution

Field investigators are the law enforcement professionals

The solution to these challenges is to take advantage of

who go on-site at the companies or agencies suspected

innovative technologies by leveraging emerging digital

of wrongdoing to collect evidence, conduct interviews and

forensics tools to help tax authorities conduct more

gather as much intelligence as possible in a case. Forensic

comprehensive and efficient investigations into potential

investigators are the specialized professionals who do the

tax fraud. This means deploying a centralized investigative

heavy lifting required to study the contents of hard drives,

platform that enables key processes such as division of

mobile devices or other electronic media and then report

labor, collaborative analysis, centralized case management

their findings to the field investigators. These traditional

and web-based review, in order to streamline the

silos make it very time-consuming and expensive to

investigative process.

collaborate, given the geographic distances between the
forensic labs and the scenes of the physical investigations.

The first step is to change the current workflow to allow
the people who know more about the investigation into

But what if there was a better way? What if digital forensics teams
could maintain their high standards for professional excellence
while working more efficiently and with greater collaboration among
their team members?
3. Closed databases

the process. The new workflow would have the forensic

Due to heightened security concerns and the need to

examiner process the case into the database by using

maintain a clear chain of custody with all evidence in a tax

forensic techniques to remove any non-relevant data. The

fraud case, traditional investigative databases are “closed”

field investigator would then log in to the case via a web-

to multiple users. This is a problem because only one

based platform and start reviewing the data. By allowing

investigator can be in the database at a time, slowing down

multiple team members to review the data and conduct

the investigation even more.

searches, new information would be identified quickly,

In spite of these formidable challenges, forensic
investigators at EU tax authorities have continued to work

leading to a more complete forensic investigation and a
faster case resolution.

hard and focus on conducting the most comprehensive

This new collaborative workflow would focus on the

investigations possible given their resources and legacy

objective of keeping the forensic specialist free for

technology systems. But what if there was a better way?

advanced forensic review processes and allow the

What if digital forensics teams could maintain their high

investigative teams who have the case knowledge to

standards for professional excellence while working more

invest their time on conducting more effective reviews.

efficiently and with greater collaboration among their team

The benefits of this process would be substantial. We

members?

would have more appropriate people doing more

AccessData is developing digital forensics
software tools to help European tax
authorities break down the silos and
facilitate collaboration between forensic
examiners and digital investigators.

appropriate work based on their areas of expertise.

AccessData’s Quin-C is a pioneering new technology that

The case backlog would begin to decrease as analysis is

empowers forensic investigative teams at every skill level

completed with greater speed and efficiency. And usable

to conduct and close more accurate, advanced tax fraud

work product would once again become attainable in a

investigations faster than ever before. AccessData’s AD

timely manner.

Lab is a powerful software platform for managing digital

The technology is here now to achieve this goal. For example,
we can now use a centralized server architecture that allows
24/7 access to a case database from any office or any remote
location in the field. And we can build on top of a web-based
review platform that creates a collaborative environment for
assessing digital evidence on a real-time basis.
AccessData is developing these digital forensics software
tools to help European tax authorities break down the silos
and facilitate collaboration between forensic examiners
and digital investigators.

forensics investigations, allows multiple examiners and
reviewers to work on the same case—regardless of their
location—and enables the team members to work together
in an efficient, seamless way. This collaborative analysis
streamlines the investigative process, facilitating a more
productive workflow and reducing tax fraud case backlog.
Keeping everyone involved in a digital forensics
investigation on the same page, while maintaining data
security and integrity, is a difficult task for any EU tax
authority. But advanced forensics software solutions—
such as Quin-C and AD Lab—can help make it easier to
create a new workflow that destroys silos and supports the
collaboration required by forensics investigation teams.

Whether it’s for investigation, litigation or compliance, AccessData® offers industry-leading solutions that put the power of forensics in your
hands. For over 30 years, AccessData has worked with more than 130,000 clients in law enforcement, government agencies, corporations
and law firms around the world to understand and focus on their unique collection-to-analysis needs. The result? Products that empower
faster results, better insights, and more connectivity. For more information, visit www.accessdata.com
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