Classified Spillage Solution for ePO™ Users _
AccessData

A Government Agency’s Last Line of Data Defense...

Protecting classified data and personally identifiable information are two great challenges facing
government agencies today. Too often organizations rely on the process of accidental discovery
when it comes to detecting classified spillage. Once detected the required response may range
from the simple search of a handful of machines to a massive, comprehensive audit of thousands
of computers. The technical implications of a massive content audit are staggering, and there is
a lack of technologies available to address such an audit.

Without scalable, deep, forensic auditing and remediation capabilities, organizations must wait for
somebody to report a data spill. Then they are only able to pursue manual, time-sensitive and
error-prone solutions, such as a machine-by-machine search. To truly ensure the protection of
classifed and personal data, government agencies need an automated way to quickly and
thoroughly search thousands of machines, and that is exactly what AccessData’s Classified
Spillage solution is designed to do.

BENEFITS:

Easy agent deployment using ePolicy Orchestrator®: Quickly audit ePO managed assets for
fast and effective response to spillage incidents.

Protect classified data: Identify and log the locations of classified files that have spilled onto

Aﬁc Afe e® unclassified networks, using any combination of search criteria.

Protect personally identifiable information: Identify and log the locations of personal

COMPATIBLE information across your network.
Conduct thorough incident response investigations: Identify remnants of a network intrusion.
Respond effectively to alerts: Quickly correlate user activity with a content monitoring alert and forensically preserve the relevant data.
Respond quickly to FOIA requests: End your agency’s backlog by automatically collecting and preserving only relevant data.

Leverage secure remediation capabilities: Securely remediate from a central location with DoD-certified wiping capabilities.You can also wipe rogue
files and replace with stub documents.

CORE FEATURES:
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More than 30 structured data repostories

Comprehensive Search

Keywords (Eyes Only, SS# etc.)

Date ranges (created/modified/accessed)
Data source (share, email, SharePoint, etc)
Hashes (to include or exclude)

File Type (300+ pre-defined types)

File size

File status (deleted, hidden)

Location (C:\my documents\..)

Secure Remediation Centrally manage proactive and reactive auditing operations and

DOD-certified wiping monitor real-time status and results.
File wipe and replace
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HOW IT WORKS:

The classified spillage solution is the first phase in our development of AccessData®
Information Assurance. It is designed to allow a single analyst working from a central,
secure web console to forensically search the content on information assets of all
kinds, across the network in an automated manner. With an easy-to-use interface, that
requires little or no training, and a highly scalable and intuitive design, this technology
provides a comprehensive and automated solution to the full spectrum of content
auditing issues faced by government agencies.
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Use ePolicy Orchestrator® to deploy
AccessData eDiscovery...

Quickly and easily deploy AccessData agents on
any ePO-managed asset.

Query ePO™ to correlate users in its database
with assets or activities under investigation.

View agent coverage reports that include
publisher, product, version and more.
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AccessData’s Classified Spillage Solution
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