AccessDataFTK 3.1.x Quick Installation Instructions

This guide focuses on the more critical aspects of the installation and is not intendecetoegevy step
or address alinstallation possibilities. Refer to the User Guide for more extensive installation coverage.

Download & Preparation (if you haveFTK 3.1Installation DVDs, skip this section)

1. Download the ISO files (we recommend using a download manger programdixéil
- FTK3.1.x App Install.ISO
- ADDatabaselnstall.ISO

2. Verify the MD5 hashes matathat is posted on the main FTKLX download pageo ensure
there was nadatacorruption in the download process.

3. Either burn the ISO to a DVD with a program sagklmgBurn, or mount the ISO directly using a
program like MagicDis®#Ve recommend mounting an ISO image for the installation as it
eliminates some of the problems associated with burning digkgortant: If you install the
database from a mounted ISOage, make sure there are no disks in the optical drives before
starting the installation.

Database Installation
If Oracle is not already installed, use the DB Install disk and launch the Autortmmshawv the menu
below.

A FTK installer

A AccessData

A Pioneer in Digital Investigations Since 1987

DATABASE INSTALLER

Optimize the Database

Install Database update patches (recommended)




Step 1¢ Selectinstall theDatabase.

1% AccessData Oracle 10g - InstallShield Wizard @

Destination Folder
Click Next to install to this folder, or click Change to install to a different folder.

’J'— Install AccessData Oracle 10g to:

C:{OracleiProduct}10.2.0Y

< Back Mext > 'J Cancel

Keep the default install path or select a different path by hitting the Change bag@hown in the
screen shots below. If you keep the default install path, you will not see the 3 screen shots below.

i AccessData Oracle 10g - InstallShield Wizard i AccessData Oracle 10g - InstallShield Wizard

Change Current Destination Folder Change Current Destination Folder
Browse to the destination folder. Browse to the destination folder.

Look in: Look in:

ek 10.2.0 V‘ EI | ek 10.20 he g‘
&3 Local Disk {C:)
£ Oracle
5 Product

£ 10.2.0
& ghost (D:)
&) DVD-RAM Drive (E:)
=)
&) FTKv3.0 DB Install (G:)
Folder name: FEolder name:

IC:\OvacIe\onduct\1042.0\

[ OK I [ Cancel ] I OK ] [ Cancel ]

i AccessData Oracle 10g - InstallShield Wizard E]

Change Current Destination Folder

Browse to the destination folder.

Look in:

5§ Oracle v ‘

=

Folder name:

]F:\Oracle\

[ OK ] [ Cancel ]

Either navigate to the folder or ck the folder icon to create a new foldas shown above



i AccessData Oracle 10g - InstallShield Wizard @
Setup Type
Select the setup type to install.

(® Typical Choose typical to have AccessData choose an Oracle System
Administrator (5YS) account password, (LESS SECURE)

O Custom Choose custom to select your own Oracle System Administrator (S¥S)
account password. You will be responsible for safeguarding this
information. AccessData has no method to recover lost System
Administrator account passwords.

[ <Back |f  Next> | [ Cancel ]

Select either Typical or Custom. If you select the Typical option, the database SYS password used by the
program to communicate will be the default and will not have to be entered for future pdtades as

it is built into the program. If yoselect theCustomoption you will be prompted to enter your own SYS
password. Thispasswordwill need to berememberedfor future FTK and Oraclgogrades.

i AccessData Oracle 10g - InstallShield Wizard @
Oracle Database Password
Create an Oracle Database 5YS Password
Database 5Y5 Password:

Confirm 5¥5 Password:

#** accessData has no method of recovering lost S5¥S account passwords, *#*

(1 agree to remember this password and keep it safe
(® 1 do not agree to remember this password and keep it safe

(o] v [(ow ]

If you seleted the Custom option, enter passvord you have choseto be used for the SYS account
Click to agree you understand that the custom password must be remembered and cannot be recovered
or reset by AccessData.

Follow the prompts to finish the installation.

At the end of installation yowill see this message:

AccessData Oracle 10g - InstallShield Wizard @

In order for case backup to function properly on a system where Oracle is on a separate machine from the application, the Oracle services must be running with a user account that has write access to
the case folder. See the user guide for more details.

In order for cases to be backed up to a different computer, the Oracle service must have rights to the

case folder on that machine. This will probably require that you modify the properties of the Oracle

services (OracleAccessD&BTNSListener, OracleJobSchedulerFTK2, and OracleServiceFTK2) so that the
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where the FTK case folder resigdes the backups can be written there. @icse, this account also



needs to have access to the local computer. This is called Mirrored Local Accounts. This change is only
necessary if Oracle is installed on a different computer than where the FTK case folder resides.

Step 2- If you havenstalled Oracle on a 64 bit machine, select Optimize the Datdbaigsethe Autorun
menu. This will allocate more memory to Oracle for faster performaridds is not a required step, but
will considerably speed up database operations if you are rurei®g) bit computer with more than 4
GB d RAM.

\DOCUME~ 1\test\LOCALS~1\Temp\Oradjuster.exe

Dradjuster: Modify Settings Within Oracle
Copyright AccessData 2889. All rights reserved.
Initializing...

Values from the registry will be used for this run.

You will be prompted to enter the pas rd for the Oracle user account "sys".
Thiz prompt will repeat until the pa rd has been correctly entered.

If you do not know this password. or connectivity to Oracle is impeded.
ithen press the Ctrl-C key combination to exit.

Please type in the password for the Oracle user account “sys":

If you chose your own Oracle password enter it when prompted.
The DOS box will close when the optimization is complete

Step 3¢The latesOracle Critical Patch Updatare provided for your convenience to gétthe
database This is not a required stepf you wish to install these patcheSlectdnstall Database
update patches T NRBY (i KS ,andzeRdBaich the Pstatzase

If you have chosen your own password for the Oracle SYS account, a witibjorempt you to enter
the SYS password you chose when the database was instBMea. though the script will pause in
various placef the DOS box nadditional user input is required.

The DOS box will close anthatallShield Wizard Completgndow will display when the installation is
complete.



Application Installation
Using the App Install disk, launch the Autorun.exe on the computer where FTK will reside.

A FTK installer

Find, Organize, & Analyze Computer Evidence

= 32 or 64 bit

You cannot install FTK until you've installed the Oracle database. If you
have not installed Oracle, please do so at this time

FTK 32 Bit Install

FTK 64 Bit Install

FORENSIC TOOLKIT"

Back to Main Menu




A2 32 bit install

You cannot install FTK v

Insta

Install FTK User Interface

2 Install FTK

Step 1¢ This will install the CodeMeter dongle driver v4.10b. If a previous version of dongle driver is
already installeqCodeMeter Runtime Kitt must beuninstaled before installing the new version.

Step 2¢ Install FTK and follow the prompté text file will open that explains some of the requirements

for using distributed processingy SFSNJ (12 GKS adzlll)X SySyid OIFffSRY W/ 2y
GAGK C¢YoQ FT2NJ RSGFIAfTA 2y K2¢g (2 &ALISSR hald LINRPOSaa
computers.

Step3 - Install the Processing Engirfeollow the prompts in the installer

Step4 ¢ Run FTK 3.¢ Oracle must already be installed prior to this st€épis will launch FTK 3 for the
first time and will create the database schema whicleguired before any case data can be loaded into
the database. Yowill be prompted to give the location of the Oracle database you want FTK to use.
This allows a notocal database to be specifiedeen if a local database is present

You may get the message shown below. Click OK to close it ansigbeifythe Oracle location

@ Unahle to connect ta the database requested.




Add Database @

Host {IP or DNS name)

| localhost
Display name (optional)
Oracle SID of this instance

|FTK2

Port number

1521

oK I Cancel I

Use localhost to use Oracle on the same computer as FTK, otherwise enter the IP address of the Oracle
computer. The SID (FTK2) and Port (1521) do not ted changed¢ KS & { SG & RSTFI dzf i ¢
left unchecked. Then click OK

Please Authenticate Oracle F§|

Flease enter vour Oracle sys username and password:

Cracle Svs User:
| 5vs

Password:

K | Cancel |

If you created your owdatabasepassword, entertiat the prompt

You will then be prompted to create the Application Administrator account for the FTK application.
Close FTK to go to StBp

Step5 ¢ Install the KFF data into the database. This step can only be done on the computer where
Oracle residesFollow the prompts to complete the KFF install.

Using Both FTK 3.0.4 and 3.1x

While both FTK 3.0.4 and FTK8chn be installed on the same computer at the same tiinis,

important that only one version be opeor processing at any one timé you have cases in FTK 3.0.4,

and would like to import them into FTK I. dzA S GKS W/ 2LJ t NBidsetezd. / | ASXQ



