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INTRODUCTION
These Release Notes apply to DNA 3.5.1 and PRTK 6.5.1.
FIXES

The following are the corrected issues:

* The Zip Module was providing false positive passwords for Zip files that have
identical encryption headers for all archives in the given file. The module was
changed to use only archives with unique encryption headers. The ZIP module now
correctly identifies and processes files, producing reliable results. (17789)

® The Protected Registry Module was changed to remove extra characters that are
added to a protected folder when it is exported from FTK; those extra characters in
the SID folder name prevented decryption from taking place. Removing those extra
characters enables decryption to continue. Renamed SID protected folder for IE7
now processes correctly. (18012)

* The Geli Module not correctly identifying files due to an inaccurately named module.
This has been corrected, and Geli files are now properly identified in both 32- and
64-bit installations. (17787)
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COMMENTS?

The RAR module now allows the user to select specific archives to run jobs on.
(14604)

The IE7 Module now works correctly under Windows 7 64-bit. (18011)
Speed and processing in the Dictionary Ultility is improved.

Files located on a network drive are correctly identified and processing begins the
same as those located on a local drive when dragged and dropped onto PRTK. (3420)

When a dictionary is deleted, and the user attempts to use or edit the profile whose
dictionary is now missing, the program prompts that the dictionary is missing, and
gives instructions on how to fix the problem. (11859)

Sorting entries and removing duplicates on large text file now work propetly. (17957)

When the user generates a PDF report and saves the file, the PDF is automatically
displayed if Acrobat or another reader is installed. If no reader is available, the
report generation continues without displaying the PDE (18064)

Changed the message “Unencrypted File” to “The file is not encrypted”. (18072)

When a file type that DNA/PRTK does not have a module for is added for
decryption, the message “Unidentified” has been changed to read “Unable to
identify file type for decryption”. (18073)

Rules information is now reported for SAM LAN Hash attacks. (18506)

Cotrected threading issues that affected the PRTK/DNA intetface updating and
reporting of data. (18372)

We value all feedback from our customers. Please contact us at
support@accessdata.com, or send documentation issues to
documentation@accessdata.com
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INTRODUCTION

These Release Notes for DNA 3.5 and PRTK 6.5 detail new features, fixes, known issues,
and important information necessaty for the use of this release.

Important: PRTK 6.5.0 and DNA 3.5.0 modules are not interchangeable with
any previous versions of either PRTK or DNA, nor are older modules
interchangeable with those from this version or later.

IMPORTANT INFORMATION

* Linux Workers are supported under Fedora Core versions 11 and 12 only.

* If a prior version of DNA or PRTK is currently installed on your machine,
AccessData recommends that you make a copy of any custom Profiles, Dictionaries,
Rules, or Groups, and then uninstall that version before installing DNA 3.5 or PRTK
6.5.

® This release includes updates to DNA/PRTK Modules. Please see the
PRTK_DNA_ModulesOnly_ReleaseNotes.pdf for the updated information.
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NEW AND IMPROVED

® (4-bit support has been added to DNA 3.5/PRTK 6.5.
* The new names of the DNA/PRTK installation files are:

PRTK

« AccessData Password Recovery Toolkit.exe

 AccessData Password Recovery Toolkit (64-bit).exe

DNA

» AccessData Distributed Network Attack.exe

 AccessData Distributed Network Attack (64-bit).exe
* New Windows worker 32/64 bit named files for DNA:

» AccessData DNA Worker (64-bit).msi

» AccessData DNA Worker.msi

BuG FIXES

* Fixed a bug where on certain wordlists the dictionary utility would produce a set of
dictionaries that, when selected in a profile, would cause the PRTK/DNA interface
to close down during the file add process. (16770).

KNOWN ISSUES
® User needs to run the DNA/PRTK installer as an administrator on Windows Vista,
Server 2003, Server 2008, and Windows 7.
* The 64-bit versions of DNA/PRTK cannot be run on 32-bit operating systems.

* DNA/PRTK will not run propetly when the icon/program is set to compatibilty
mode for Windows Vista, Server 2003, Server 2008, and Windows 7

* Stop worker on user input does not work in Windows Vista, Server 2003, Server
2008, and Windows 7.

COMMENTS?

We value all feedback from out customers. Please contact us at
support@accessdata.com, or send documentation issues to
documentation@accessdata.com.
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