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6.) From the Evidence pull down menu select "Add Remote Data."

”
7.) Enter IP Address of target node 

8.) Define port the agent will use for communication -3999is the default 

9.) Select Install Temporary Agent 

10.) Press OK 

11.) At the credentials dialog, en

NOTE: The domain credentials used must be an account that has local admin rights on the target machine.
NOTE: If the target node is machine is not part of a Domain you must enter the machine name in the domain dialog.

Example
Domain:  MACHINENAME
Username: USERNAME

ter the required credentials. 
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12.) Select one of the three options 
(Image Drives, Acquire RAM, or Mount Device) 

 
13.) Depending on what option you choose, follow one of the 

following set of instructions: 
• Image Drives  PAGE  
• Acquire RAM PAGE 
• Mount Device PAGE 

 
NOTE: To unload ftkagent, You must kill the ftkagent in Task Manager from 
the Target machine, or wait 5 minutes for the default time out. Also, be aware 
that you must initiate your image drive, acquire RAM or mount device action 
prior to this time out. 
 
 
Manual Deployment  
This section describes how to get the agent running on the target machine manually and how to connect to it via FTK. 
 
NOTE: You must have admin privileges on the target node when executing the agent.  
 

1.) Take the USB with the FTKagent.exe and public certificate from the instructions above 
2.) Insert USB into target machine 
3.) On the remote machine, open a command prompt (make sure you are opening the command prompt with admin privileges) 
4.) Navigate to the thumb drive 
5.) Run the agent with the following parameters:  FTKAgent –cert <certfile> -port <portNumber> [-timeout]  

Timeout: is value in minutes before the agent stops running 
6.) Example: FTKAgent.exe –cert  InvestigatorCert –port 3999  -timeout 20 

3999 is the default port  
 

 
 
 
  
 
Connecting to Agent 
 

1.) Start FTK3 and login  
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2.) Create New Case in FTK 
 

 
 
 

3.) From the Evidence pull down menu select "Add Remote Data."   
 

”  
 

4.) Enter IP Address of target node 
 

5.) Define port the agent will use for communication 
 

6.) Select "Use Existing Agent" 
 

7.) Press OK 
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8.) In the "Path to Cert" browse to the location of your private cert 
located on the examiner machine. 

(Note this is NOT the certificate that was copied to the remote system, but 
the certificate copied to C:\Certs- the private key with a “.p12” extension)  
 

9.) Select OK to continue. 
 
 

10.) Choose one of the "Remote Data" options. 
 
 
 
 
 
 
 
 
Using Remote Device Acquisition Services After Deployment 
 
Image Drives  
 

1.) Start FTK3 and login  
2.) Create New Case in FTK 
3.) Evidence pull down menu select "Add Remote Data."   
4.) Enter IP Address of target node 
5.) Define port the agent will use for communication 
6.) Select "Use Existing Agent” 
7.) Press OK 
8.) In the "Path to Cert" browse to the location of your private cert (.p12) located on the examiner machine. 

(Note this is NOT the certificate that was copied to the remote system, but the certificate copied to C:\Certs)  
 

9.) Select OK to continue. 
10.) Choose one of the "Remote Data" options 
11.) Select Image Drive 

You will then be prompted to select 
the Physical or Logical drive(s) from 
system. Enter path for where you 
would like to store the disk image, 
and finally, check the box if you 
would like to add the image to case. 
 

12.) Select OK  
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The Process will start and be displayed as shown below. 
 

 
 
 
 
Acquire RAM    
 

1.) Start FTK3 and login  
2.) Create New Case in FTK 
3.) Evidence pull down menu select "Add Remote Data."   
4.) Enter IP Address of target node 
5.) Define port the agent will use for communication 
6.) Select "Use Existing Agent” 
7.) Press OK 
8.) In the "Path to Cert" browse to the location of your private cert located on the examiner machine. 

(Note this is NOT the certificate that was copied to the remote system, but the certificate copied to C:\Certs)  
 

9.) Select OK to continue. 
10.) Choose one of the "Remote Data" options 
11.) Select  “Acquire RAM” 
12.) Select Memory Dump file path (Where you want to store the memory 

dump after collection) 
 
 
 
 
 
The process will start… 
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Mount Device 
 

1.) Start FTK3 and login  
2.) Create New Case in FTK 
3.) Evidence pull down menu select "Add Remote Data."   
4.) Enter IP Address of target node 
5.) Define port the agent will use for communication 
6.) Select "Use Existing Agent” 
7.) Press OK 
8.) In the "Path to Cert" browse to the location of your private cert located on the examiner machine. 

(Note this is NOT the certificate that was copied to the remote system, but the certificate copied to C:\Certs)  
 

9.) Select OK to continue. 
10.) Choose one of the "Remote Data" options 
11.) Select Mount Device 

 
You will now be required to choose between 
mounting the physical drive (Drive number), 
logical drive (By volume name if present) or 
Memory. In this example, you will see the end 
user does not have a label assigned to the 
volume. In this instance, you will see “(No 
Volume Name)”  

 
 
 
 
 
 
 

12.) The next step is to choose a drive letter (mount point). In this 
example we will mount the drive as Drive K. 

 
 

13.) You can now open Windows Explorer and access the remote 
system via the assigned drive letter.  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

9 
 

How to Unmount Agent Device  
 
After you’ve completed remote operations and stop agent on target node, you need to unmount the agent. 
 

1.) To unmount the agent device simply go to the tools pull down menu and choose Unmount Agent. 
 

 
 
 

2.) Select all agents or your specific agent and hit OK 
 
 
 
 
 
 
 
 
 

 


