





6.) From the Evidence pull down menu select "Add Remote Data."

. AccessData Forensic Toolkit Yersion: 3.0.1.2047 Database: localhost Case: test

7.) Enter IP Address of target node
8.) Define port the agent will use for communication -3999is the default
9.) Select Install Temporary Agent

10.) Press OK

| Remote Address: |

I remoeport: B |

&
I (¥ Install Temporary Agent -

™ Use Existing Agent

Lo ) e |

11.) At the credentials dialog, enter the required credentials.

NOTE: The domain credentials used must be an account that has local admin rights on the target machine.
NOTE: If the target node is machine is not part of a Domain you must enter the machine name in the domain dialog.

Example
Domain: MACHINENAME
Username: USERNAME



12.) Select one of the three options _
(Image Drives, Acquire RAM, or Mount Device) Femote e 2
13.) Depending on what option you choose, follow one of the - T tmage Drives
following set of instructions: | = Aqcuire RAM
e Image Drives PAGE :
e Acquire RAM PAGE .« [ Mount Device
e Mount Device PAGE :
NOTE: To unload ftkagent, You must kill the ftkagent in Task Manager from —I Cae

the Target machine, or wait 5 minutes for the default time out. Also, be aware
that you must initiate your image drive, acquire RAM or mount device action
prior to this time out.

Manual Deployment
This section describes how to get the agent running on the target machine manually and how to connect to it via FTK.

NOTE: You must have admin privileges on the target node when executing the agent.

Take the USB with the FTKagent.exe and public certificate from the instructions above
Insert USB into target machine
On the remote machine, open a command prompt (make sure you are opening the command prompt with admin privileges)
Navigate to the thumb drive
Run the agent with the following parameters: FTKAgent —cert <certfile> -port <portNumber> [-timeout]
Timeout: is value in minutes before the agent stops running
Example: FTKAgent.exe —cert InvestigatorCert —port 3999 -timeout 20
3999 is the default port

(G2 NGO O I

(o]
<

o Command Prompt - FTKAgent.exe -cert InvestigatorCert.crt -port 3999 -timeout 20

E:">FTKAgent.exe -cert InvestigatorCert.crt —port 3999 -timeout 20

| |
Connecting to Agent
Lsar Mame:;
1) Start FTK3 and login !
Password:

]




2.) Create New Case in FTK

3. (Pre-Release) AccessData Forensic Toolkit Version: 3.0.1.2034 Database: localhost I ] 1|
File Database Case Inoks Help
Cases
hlame: | Date Madifizd |Case ID 1100
remote 9/8{2009 6:14:11 PM +00:00 ‘Case R AR
ring 9/1j2009 11:14-4d 0w 4o -
BE e Coseoprons x|
Owner:  admin Q
Case Name:
Reference: S
Description: =]
Description File: | J
Casa Folder Directorys | Ciicases J
I Field Mode ¥ Open the case
Detailed Options. .. o Cancel

3.) From the Evidence pull down menu select "Add Remote Data."

Fle ot Yew | Evigence | Fiter Took el
:;':r Filter: - AddiRemove. ..

Add Bemote Data,..
Trepork Memory Cump. ..

Addtionsl Ansheoe |

Evidance Ttems

L:-.-j E'.ddan:e[

4.) Enter IP Address of target node
5.) Define port the agent will use for communication
6.) Select "Use Existing Agent"

7.) Press OK

FTK Agent

Remote Address: | 10.71.0.140

I 3999

" Install Temporary Agent
 Use Existing Agen]

OK Cmcell

Remote Port:

.l




8.) Inthe "Path to Cert" browse to the location of your private cert

located on the examiner machine.

(Note this is NOT the certificate that was copied to the remote system, but

Path To Cert |

Agent Certificate I CihcertsiInvestigatorCert,pl12

the certificate copied to C:\Certs- the private key with a “.p12" extension)

9.) Select OK to continue.

10.) Choose one of the "Remote Data" options.

(o4 | Cancel |
x
I image Drives:
[~ Ageuirs RAM
[~ Mount Device
| Cancel

Using Remote Device Acquisition Services After Deployment

Image Drives

1) Start FTK3 and login

Create New Case in FTK
Enter IP Address of target node

Select "Use Existing Agent”
Press OK

~No ok~ wN

8.

Define port the agent will use for communication

Evidence pull down menu select "Add Remote Data."

In the "Path to Cert" browse to the location of your private cert (.p12) located on the examiner machine.

(Note this is NOT the certificate that was copied to the remote system, but the certificate copied to C:\Certs)

9.) Select OK to continue.

10.) Choose one of the "Remote Data" options

11.) Select Image Drive
You will then be prompted to select
the Physical or Logical drive(s) from
system. Enter path for where you
would like to store the disk image,
and finally, check the box if you
would like to add the image to case.

12.) Select OK

Select Drives x|
Select Drives: Details:
Evidence source path PHYSICALDRIYED
Evidence Type Pheysical disk
Bus bype Unknown
Drive type Hard Disk.
Capacity 12GEB
Tokal sectars 251653824
Mative sectors 0
Sectar size 512
Madel number WMware Virtual IDE Hard Drive:
Serial number 303030303030303030303030303030303030
4] |

Drive Data

’7  Preview Information @iy @ Complete Disc Image

Relative to:

File Path:

Password:

Mumber of drives selected: |u

Disk Image Path

1+ This machine ) Remoate source machine:

Username: (DOMAINYser) I

[~ addimage to case when complete

Cilcases E‘

Cancel Skip Ok




The Process will start and be displayed as shown below.

8 Data Processing Status: 3.0.1.2034

File  Wiew

ol %]

" i:jlt‘f:‘:;'::;:z: ot Creating Image (no volume name) 10.1.1, 117 [10.1.1, 117] from C:\cases\DiskImage_(na vo...
Ef:fﬁif: J“"S SME | 12GB done = Cancel
werifying image Cticases\Diskimage_(no valume name) 10.1.1.117 [10.1.1.117]_2009_09_. ..
E | e
Pending Cancel
Acquire RAM
1.) Start FTK3 and login
2.) Create New Case in FTK
3.) Evidence pull down menu select "Add Remote Data."
4.) Enter IP Address of target node
5.) Define port the agent will use for communication
6.) Select "Use Existing Agent”
7.) Press OK
8.) Inthe "Path to Cert" browse to the location of your private cert located on the examiner machine.

(Note this is NOT the certificate that was copied to the remote system, but the certificate copied to C:\Certs)

9.) Select OK to continue.

10.) Choose one of the "Remote Data" options

11.) Select “Acquire RAM”

12.) Select Memory Dump file path (Where you want to store the memory
dump after collection)

The process will start...

!E‘}Data Processing Status: 3.0.1.2034
File  View

Mennory Dump

File Path; |

File Type: [
¥ add memory analysis to case
[ et memory page File

[[Toc ]  coce

o =] 4

R e 10.1.1.117: memary dump
dditional Analysis Jobs

i Live Search Jobs lllll 22%

- Elegor 123ME | 536ME done Cancel |
Creating image {no volume name) 10,1.1,117 [10.1.1.117] from C:\casesiDiskimage_{no vo...

| 0%

19ME | 12GE done Cancel |
‘erifying image C:cases\DiskImage_{no volume name} 10.1.1,117 [10.1.1.117]_2009_09_...
= | 0%
Pending. Cancel |




Mount Device

Start FTK3 and login
Create New Case in FTK
Evidence pull down menu select "Add Remote Data."
Enter IP Address of target node
Define port the agent will use for communication
Select "Use Existing Agent”
Press OK
8.) Inthe "Path to Cert" browse to the location of your private cert located on the examiner machine.
(Note this is NOT the certificate that was copied to the remote system, but the certificate copied to C:\Certs)

9.) Select OK to continue.
10.) Choose one of the "Remote Data" options
11.) Select Mount Device

~NOoO 01w

Map remote drives

Select Drive:
. . 10.1.1.117 Mount poink: <Y,
You will now be required to choose between PHSICALDRIVED Volame name: (no volume nare)

File system: NTFS

{no volume name) y .
(no volume name) Drive bype: Logical volume

MEMORY Capacity; 12GE

mounting the physical drive (Drive number),
logical drive (By volume name if present) or
Memory. In this example, you will see the end
user does not have a label assigned to the
volume. In this instance, you will see “(No
Volume Name)”

Map drive | Done |

12.) The next step is to choose a drive letter (mount point). In this ekt Driver
example we will mount the drive as Drive K. e ALRIED g.‘::n:;‘;\s ok name)
T T R
i
13.) You can now open Windows Explorer and access the remote S I

system via the assigned drive letter.

LI

O
Flle  Edit View Faworites Tools Help
Qback - ) - (¥ ‘ - Search Folders | & @ X ) | [
Address I'«d K
Name = | Sizel Type | Date Mo Map drive: Dane |
[Shcert File Folder 10/zzlz
) Copy (2) of taols File Folder Sigf200
13 Copy (3) of tools File Folder Siaf200
53 Capy of tadls File Folder SiRf200
|2) Documents and Settings File Falder &jz7iz0
MSOCache File Falder 6j2gjz0
[Z3)Pragram Files File Folder 9j4f200
RECVCLER. File Folder Glzafz0
Syskem Yolume Information File Folder Bjz7iz0
[Ztanls File Folder Sigf200
[ WINDOWS File Folder 9j8/200
[E) accessData.crt 1KE Security Certficate  10/22(2
ﬁ!nDAgentlnstaHer.msi 17,732 KB Windows Installer P...  10/1/20
[T BUTCEXEC.BAT DKB Windows Batch File 6j27j20
boot.ini 1KE Configuration Settings  6/27/20
Ecacert.art 1KE Security Certificate ajgfzo0
:a:srt.plz 2KB Personal Informatio.,, 948200
(=l COMFIG, 5%5 OKB  System file Bi27120
dave-agent.pem 2KB PEMFile 3i5f200
dellz30. pem 2KE PEMFile 42720
[FIFTragent. exe 2,204 K& Application gjzfzon




How to Unmount Agent Device

After you've completed remote operations and stop agent on target node, you need to unmount the agent.

1) To unmount the agent device simply go to the tools pull down menu and choose Unmount Agent.

File Edit ‘“ew Evidence Filker

b 4 Fiker: . unfitered -

‘Explore [Overview |Emal | Graphics

" Evidence Items

> |s] Evidence

2.) Select all agents or your specific agent and hit OK

Tools | Help
KFF 4
Fuzzy Hash »
Decrypt Files. ..

Credant Decryption, ..

Werify Image Integrity. ..

Disk Yiewer

Other Applications L2

Final Carve Processing
Execute SQL...
Launch ‘oradjuster.exe’...

ISA |
| Eda ronbant Derrarkias

x|

K
Al Agents




